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INTRODUCTION

CHANGE LOG

The COOP Plan is not a static document. The COOP Vitality Process involves collaboration and communications
between all COOP participants and the COOP coordinator to review and document any potential changes to the
COOP Plan. The following change log provides an overview regarding the creation and revisions made to this
COORP Plan.

OT COOP Plan Change Log

DATE VERSION PLAN SECTION AFFECTED REVISION DESCRIPTION

4/6/09 0.01 COOP Plan Draft

5/11/09 | 0.02 Appendixes Draft

6/1/09 1.0 All Final

6/13/09 1.01 Appendix 2 Checklist Added telecommunication information
6/16/09 1.02 Appendix 2 OT Software Checklist Added Application prioritization list
8/10/09 103 Appendixes 3, 5, 7 tlJep[;crj:it?_|d0tezl00099A Coop team, Dbase

PURPOSE

The purpose of this plan is to enable the sustained execution of the City’s mission critical OT functions in the event
of a significant disruption. The City (CNO) is dependent on a variety of support systems providing
communications, connectivity, access, and email, and applications producing output and deliverables to fulfill the
mission of the department and ultimately, the state. It is important that CNO develop continuity of operations plans
to ensure the uninterrupted existence of its business functions and continue its service to their supporting agencies.
Additionally this plan seeks to:

e Minimize the number of decisions that must be made during an event

¢ Identify the resources needed to execute the actions defined by this plan

o Identify critical needs in conjunction with customers that will be recovered during continuity operations
o Define the process for testing and maintaining this plan and training for continuity teams

EXECUTIVE SUMMARY

This Continuity of Operations Plan (COOP) for the City of New Orleans (CNO) has been developed to assist in
mitigating events that might disrupt CNO business operations and services. This Office of Technology (OT) Plan
recognizes the possibility that individuals may execute resumption and continuity operation with limited prior
exposure to or knowledge of the entire plan in detail.

The plan has been developed to assist CNO in resuming critical business operations and services, its supporting
technologies, and other support functions in a timely and organized manner.

The primary objectives of this plan are:
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e To ensure OT support of First Responders’ efforts and other Emergency Operation efforts
e To provide documentation of the primary and alternate facilities

e To ensure the continuity of the services provided from the affected facility

e To minimize inconvenience and potential disruption to other business functions

Additionally, the plan seeks to minimize the following:

e The total elapsed time to execute response, continuity and restoration processes
e The loss of data and information.
e The City dependence on the participation of any specific person or group of persons

With this in mind, the CNO OT COOP Plan has been developed to accomplish the following:

e To provide the City with a viable, well-maintained plan
e To ensure that normal City business operations are restored in a timely manner

e To continue technology operations and support for critical CNO business operations in the event existing
technology processing has been determined unstable at CNO

e To reduce the operational effects of a disaster on CNO critical business operations through a set of pre-
defined and flexible procedures to be used in directing continuity operations

e To provide access to critical CNO data within TBD hours and to restore network and application
capabilities within TBD hours following the disruptive event

e To continue and maintain adequate service levels to CNO customers

e To continue production processing of less critical City computer systems and applications within TBD
hours following the disruptive event

e To continue full processing capability, for City technology and operations within TBD hours following the
event as permitted by the restoration effort

This plan should be read and understood by all employees, users, and administrators of the CNO OT Department
COOP, or at least by those individuals who are involved in any phase of business response, resumption, continuity,
or restoration. All CNO MIS COOP personnel have permission to review the plan on an as needed basis. Changes
to the plan must be made in writing to the CNO COOP Coordinator.

An electronic copy of this plan resides in a secure location which is replicated and stored offsite. A copy of the
CNO MIS COOP Plan is available at all alternate site locations.

Continuity of Operations (COOP) 4.



NOTES AND ASSUMPTIONS

The plan is designed to recover from the "worst case" destruction or unavailability of the CNO Data Center and/or
the CNO headquarters facility which includes the data center and operating environment.

An active warm site (backup computer facility) which is used to maintain continuity of computer processing is
necessary. Time frame requirements to recover computer processing are significantly less than estimated times to
repair/reconstruct a data center on an emergency basis.

An alternate location will have been identified for the relocation of city business unit personnel. This facility will
have high speed Internet access available through which users will access business critical applications.

Most business critical applications used by the enterprise are “web-enabled” and fully accessible over the Internet.
The others will be made available via technologies such as Citrix.

Each department in CNO will be responsible for identifying and making provisions for any non-IT related
resources necessary for the resumption of business functions.

If deemed necessary by the continuity management team and/or CNO Management, payroll information from the
period immediately preceding the disaster event will be used to complete the payroll process during the first payroll
period after a disaster is declared.

Disaster — A disaster is considered to be any event that would render the CNO City Hall facilities unusable or
inaccessible for a period of time estimated to exceed TBD business days.

Worst-Case Interruption — The CNO City Hall Building facilities are totally unusable or inaccessible and there is
no salvageable equipment, data, documentation, etc.

Less-Severe Interruption — Although the plan is designed for the worst case, the ability to continue operations from
less serious interruptions is inherent within the plan because of the plan’s structure by critical application,
information system and support area.

Regional Emergencies — In the event of a regional emergency, such as a hurricane, earthquake, flood or a tornado,
the time to acquire the necessary computer equipment and data circuits could require weeks, due to multiple
organizations contending for the same emergency resources and services. Regional emergencies that cause wide-
spread disruption of public utilities such as electricity, water and network services may also cause additional delays
in re-establishing City business and technology operations without pre-identified and pre-conditioned/contractual
alternate backup sites.

Alternate Operating Sites — This plan assumes that the City will have access to and use of sufficient physical sites
within the CNO environment to meet its application continuity time objectives. Sites currently considered eligible
as City temporary continuity locations are listed in another part in this plan. Information for business processes and
their critical applications-specific guidance is located in annexes. The pre-positioning of redundant equipment,
environmental conditioning and access to the CNO WAN necessary to accomplish application continuity is
addressed as well.

Available Personnel — Sufficient management and staff, familiar with and trained in the procedures and tasks in this
plan, will be available subsequent to the interrupting event to execute their continuity responsibilities and to support
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the restoration effort. The City personnel understand that, following a major interruption of services/operations, it
will not be a matter of "business as usual” but "survival" and best effort for continuity of operations.

Computer Data — All computer files required to implement resumption of CNO’s current IT operating
environments and/or that support critical business operations are scheduled to be backed up daily. This information
is rotated to a safe offsite location according to a schedule that minimizes data loss and the effort to reconstruct
production environments. The type of backups and the timing of the off-site rotation and retention are approved by
management and are considered sufficient to minimize the re-entry/re-construction of data and the re-
creation/forward continuity of files to current status.

Backup Storage Locations — All backup items for resumption and continuity are stored both on-site and off-site or
can be easily and quickly obtained or created from other identified sources. The backups stored off-site are in a
secured location that is sufficiently distant from the primary site so they will be unaffected by most interrupting
events. These stored backups are considered to be the only resources available to implement resumption. This plan
assumes that the locations (other than CNO) where backups are stored are not affected by the emergency
incident/situation and can be accessed by CNO personnel.

Application Continuity Time Frames — The time-frame in which each critical application and supporting
computer/network system has been set by City Management, is current with the needs of City’s clients and has been
documented within this plan. The resumption of each application is greatly dependent on the availability of City
personnel, its information files, and its access to the IT systems and data files. Actual time-frames for resumption
and continuity may be influenced by the time taken to activate the plan, availability of alternate operating sites,
hardware and software, current backup files, and the continuity time requirements of the IT System architectures.

COOP APPROACH

OVERVIEW

The City of New Orleans has recognized the significance of producing and maintaining Business Continuity Plans
(also known as disaster continuity, continuity of government, or contingency plans) in order to prepare and address
how each agency will continue doing business in the event of a severe disruption or disaster. Plans will focus on
the critical business processes of automated information systems and computer hardware and software, but may not
be limited to them.

Business Continuity is an all encompassing term covering both disaster continuity planning and business
resumption planning. Disaster Continuity is the ability to respond to an interruption in services by implementing a
plan to restore an organization's critical business functions. Continuity of Operations (COOP) Planning are the
processes which comprise regularly scheduled activities such as system back-ups, system authentication and
authorization (security), virus scanning, and system usage monitoring (primarily for capacity indications). The
primary focus of this current effort is on both the COOP Planning and Disaster Continuity Planning.

INTRODUCTION

This document is the Continuity of Operations (COOP) Plan for the Office of Technology (OT) for the City of New
Orleans. This COOP Plan provides a framework for ensuring the safety of employees and the resumption of time-
sensitive mission critical functions in the event of a hurricane. This plan serves as the centralized repository for the
information, tasks, and procedures that are necessary to facilitate CNO’s decision-making process and timely
response to any disruptive or extended interruption of normal operations.

Continuity of Operations (COOP) -6-



The CNO’s OT-COOP plan must become an integral part of CNO’s operating procedures. A continuity of
governance and operations plan is not a one-time commitment. It must remain viable and be maintained in a state
of currency to ensure the accuracy of its contents. To that end, it is incumbent upon every individual who receives
CNO’s MIS-COOQP Plan, or any parts thereof, be committed to the maintenance and security of the document and
its contents.

SCOPE

BUSINESS IMPACT ANALYSIS

Critical systems, applications, and business processes are identified and prioritized. Interruption impacts are
evaluated and planning assumptions, including the physical scope and duration of the outage, are made.
Listed are the tasks for a Business Impact Analysis:

o Identify functions, processes and systems

¢ Interview information systems support personnel
o Interview business unit user personnel

e Analyze results

e Prepare impact analysis

CONDUCT RISK ASSESSMENT AND ANALYSIS

The risks to the department are defined and quantified. Technically, a security review falls under the heading of
loss prevention rather than continuity planning and can be performed anytime. Loss prevention planning focuses
on minimizing the department’s exposure to the elements of risk that can threaten normal operations. In the
technology realm, loss prevention planning includes such activities as providing for system back-ups, making sure
that passwords are kept confidential and are changed regularly, and for making sure that operating systems are kept
secure and free of viruses.

Below are some of the tasks needed in a risk assessment:

Review physical security

Review backup systems

Review data security

Review policies on personnel termination and transfer
Identify exposures (include examples)

Prepare risk and security analysis

As the COOP project progresses, members of the team identify new risk areas that are added to the Risk
Management Worksheet. Also during the project, risks identified earlier may be removed.

Risks are documented so that contingency measures can be taken to mitigate their effects. Risks to both the internal
and external aspects of the element should be tracked. Internal risks are those items that CNO OT can directly
control (e.g., staffing), and external risks are those events that happen outside the direct influence of the city (e.g.,
legislative action).

APPLICABILITY AND SCOPE

Continuity of Operations (COOP) -7-



The scope of this plan includes critical and less-critical (in process) City business functions, automated technology,
and support areas of the City.

This plan will be activated in the event that the Data Center in City Hall or a portion of it is involved in an
emergency or is declared unusable for normal operation.

This plan addresses business resumption and continuity in a disaster situation as indicated above and applies to the

City. The plan does not address building emergency and evacuation procedures or on-site resumption and
continuity procedures.

ROLES AND RESPONSIBILITIES

LEADERSHIP

Lines of Succession
For the City to sustain the continuation of government
and the execution of continued operations, a line of

authorized successors to the Mayor are specified in the | CITY LINES OF SUCCESSION (LOS) FOR OT

table.  This succession compliments the prioritized | Key PosiTion | Mayor

mission critical functions identified for CNO. SUCCESSOR 1 | Chief Technology Officer

Successions are provided at a minimum depth of three at

. . . . . Director of Management Information
any point where policy and directional functions are | SUCCESSOR 2 g

Systems

carried out.

Delegations of Authority

Each key position shall pre-delegate authorities for making policy determinations and decisions. All such pre-
delegations should specify:

e What authority is delegated

e What limits may apply

e Who (by title) will have the authority

e The circumstances under which the authority is to be granted

Unless otherwise specified, it is understood that full authority is delegated to all successors. If the primary
successor is not available, the authority to make decisions is automatically delegated to the next successor as
identified in the lines of succession. For additional information see the annex for each CNO Business Unit.

PERSONNEL GROUPS

e COOP Activation Personnel (CAP) — The CAP is comprised of those personnel who will provide the
direction and policy needed during a crisis. For CNO-OT, the CAP is composed of the following:

- CNO Mayor

- CNO Office of Homeland Security Director
- CNOCTO

- CNO MIS Director and supporting staff

- Other Agency Directors

Continuity of Operations (COOP) -8-



¢ Non-Critical Personnel — Non-critical personnel are those individuals whose services are essential to the
city and public, but the service can be delayed for a period of time during a crisis.

The CAP will direct non-critical personnel present at the affected facility at the time of an emergency notification
to proceed to their homes to await further instructions. At the time of notification, the CAP will provide any
available information regarding routes that should be used to depart the facility, as well as other appropriate safety
precautions. During non-duty hours, non-critical personnel will remain at their homes or evacuate, pending further
guidance. It is assumed that all issues related to the status of non-critical personnel will be addressed by the City,
CNO Business Unit of Personnel at the time of the disaster/emergency.

CRITICAL PERSONNEL RESOURCES

Introduction
Loss of functionality at CNO will have a significant impact on application and data delivery. The City OT COOP
Plan has been developed to respond effectively to a significant outage by using a pre-defined method for utilizing
various facility, staff and technical resources. This method, known as the continuity strategy, has been selected to
help ensure that the City will accomplish the resumption and continuity of business functions within stated time
frames at required levels of service.

Serious consideration has been given to selecting a continuity strategy that is workable, as well as cost efficient.
This Plan’s continuity strategy requires the availability of other CNO/Agency locations for use as alternate
processing and network termination sites. The sites were selected for their ability to support CNO’s technical
infrastructure requirements while providing the best possible access to the CNO WAN.

City continuity teams will relocate to the selected sites and begin preparing them for use as alternate processing
locations should a business disruption requires the activation of this plan. Where pre-positioned equipment and
services are in place, City teams will activate those resources as soon as possible. Where additional equipment and
other services are needed to upgrade a site to full utilization, these items will be acquired and installed on an
emergency basis.

Configuration details for current City nodes, servers and network management device are included in the OT
Disaster Continuity Plan, which is located in the OT Director’s office.

COOP PLANNING RESPONSIBILITIES
CNO Chief Technology Officer (CTO)

The CNO CTO is responsible for:

e Serving as the Leader for the COOP Planning Team
e Appointing a CNO COOP Program Coordinator

e Directing the CNO COOP Program Coordinator in developing and activating the CNO COOQP plan for the
department and all divisions

e Identifying CNO L.T. critical functions

e Maintaining the CNO COOP plan to include roster and training/exercise of COOP personnel, notification
and relocation procedures

e Maintaining alternate or shared facilities in a readiness status
e Ensuring the pre-positioning of critical data/records including classified or sensitive equipment and records

e Ensuring the availability of reliable and interoperable telecommunications and information processing
equipment

Continuity of Operations (COOP) -9-



Notifying the City Office of Homeland Security (COHS), Emergency Operations Center (EOC) and other
appropriate agencies when the relocation occurs

CNO Management Information Systems Director (MIS)

The MIS Director is responsible for:

Ensuring that all vital records and systems in the custody of MIS are routinely backed up, and maintained at
a secured off-site facility. Note: Any and all electronic and non-electronic vital records not in the custody
of OT are the responsibility of the agencies as defined within the annexes.

Acquiring alternate facilities as needed

Assisting service and staff office emergency coordinators to identify records necessary to support
emergency preparedness plans

Assisting program officials and regional emergency coordinators by ensuring emergency operating records
are properly labeled, packaged, and/or transmitted to remote storage

COOP Planning Team

The CNO COOP Planning Team is comprised of the following:

- CNO Mayor

- CNO EOC Director
- CNOCTO

- CNO MIS Director

- All Agency Directors

This team is responsible for:

Review of mission critical functions and required resources

Maintaining the CNO COOP to include roster and training/exercise of COOP personnel, notification and
relocation procedures

Testing alert and notification system procedures

ACTIVATION DECISION CHART

L
T

EOC 2008
timeline. pdf
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OFFICE OF TECHNOLOGY PROCESS SUMMARY

The OT business unit is the central point for providing data processing services for the executive branch. The city
business unit promotes the eCNOmic and efficient use of data processing and telecommunications to transact city
business. This is an ongoing summary of the support needs for CNO that OT delivers. These Summary numbers
will increase as other critical and non-critical functions and activities.

The following represents the OT CNO Business Unit of the City and a brief executive summary of its respective
business functions.

e Mission Critical Functions

e Lines of Succession

e Delegation of Authority

e Alternate Facilities

e Critical System, Equipment
e Critical Communication

ALTERNATE SYSTEM FACILITIES

Facility Type Facility Name | Address/Location | Contact Information MOU

Primary ]

= CNO Business Unit

Primary —

= MIS (Operations, X
System Apps)

Primary —

= CNO App Support |

= CNO Desktop Support

= CNO Server Support

Primary — O

= CNO Server

Primary -

= Fiscal Admin

= Office Services

= (Help Desk ,Blade
Center)

= Info Sec Mgt (System
Security)

= Network (Internet
Access, Mail Relay*, O
MAN, Voice, VPN,
WAN, E-Mail)

= Web Support

Secondary -

= CNO App Support

= CNO Desktop Support

= CNO Server Support

= CNO Server

Secondary-

= Fiscal Admin

= Office Services

= (Help Desk, X
Operations, System
Apps, Blade Center)

= Info Sec Mgt (Disaster
Continuity, System

Continuity of Operations (COOP) -11-



Security)

= Network (Internet
Access, Mail Relay*,
MAN, Voice, VPN,
WAN, E-Mail)

= Web Support

CONTINGENCY PLANNING DOCUMENTS

o Personnel

Document Source Name Source Location
« Facilities Management, Design and Construction (Paper)
Continuity of Gov. CNO COOP Plan o OT (Electronically)
* (Paper/CD)
Continuity of Ops. Same as Above Same as Above
Business Continuity Same as Above Same as Above
+ Remote Tape Storage Vault
« Facilities Management, Design and Construction (Paper)
Disaster Continuity MIS Disaster Continuity Plan « MIS (Paper)
« MIS Director (Paper)
o MIS eWorks workflow
Organization Chart MIS Organization Chart * Included in MIS Disaster Continuity Plan

DRIVE-AWAY KITS

RESPONSIBLE PERSON

R. ARDENEAUX

ITEM QTY | INCLUDED
COOP Plan 1 Y
Activation Check List 1 Y
Continuity Check List 1 Y
Manual and automated operating procedures for mission critical functions 1 Y
Copies of Memorandums of Understanding or Agreements 1 Y
Call List for CNO Personnel 1 Y
Call List for Vendors 1 Y
Cell-phone with built in pager and/or cell-phone and alpha numeric pager and/or Advanced Digital 1 v
Communication Device (ADCD)

Laptop computer 1 Y
Office Supplies: for example pens, pencils, paper, stapler etc. 0 AF
Map to the Alternate Facilities 0 N***
First Aid Kit 0 [\ il
AM/FM portable radio with weather alert (battery operated) 0 N**xx

Continuity of Operations (COOP)
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GENERAL MIS COOP OPERATIONS

ALTERNATE FACILITIES (TBD)

The Mayor, in consultation with the CAP, will make final determination regarding the utilization of alternate
facilities at the time of activation based on the incident, threat, risk assessments, and execution timeframe.

All alternate facilities will be reviewed by the City at least annually to ensure the adequacy of assigned space and
other resources. The City will be advised of the results of this review and any updates to the alternate facilities

information.

Alternate facilities that have been identified and the associated critical equipment, systems & supplies for the City

Mission Critical Functions are identified in the following table:

Alternate Facilities for CNO Mission Critical Functions

EMERGENCY RESPONSE

Facility Type Facility Name Address/Location Contact Information MOU
lle City Hall n
Secondary See appendix 3 O
Primary

= ER (Community) 0
Secondary

= ER (Community)
EMERGENCY TECHNICAL SERVICES (MIS)
Facility Type Facility Name Address/Location Contact Information MOU
Primary TBD 0
Secondary Acquired Facilities O
Secondary .

= Damage Assessment Mobile N/A N/A O
CHIEF ADMINISTRATOR'S OFFICE
Facility Type Facility Name Address/Location Contact Information MOU
Primary City Hall 0
Secondary See appendix 3

Continuity of Operations (COOP) -13-




ALTERNATE FACILITY OPERATIONS (TBD)
Introduction

Loss of functionality at CNO will have a significant impact on application and data delivery. The City OT COOP
Plan has been developed to respond effectively to a significant outage by using a pre-defined method for utilizing
various facility, staff and technical resources. This method, known as the continuity strategy, has been selected to
help ensure that the City will accomplish the resumption and continuity of business functions within stated time
frames at required levels of service.

Business continuity teams will relocate to a selected site and begin preparing them for use as alternate processing
locations should a business disruption require the activation of this plan. Where pre-positioned equipment and
services are in place, City teams will activate those resources as soon as possible. Where additional equipment and
other services are needed to upgrade a site to full utilization, these items will be acquired and installed on an
emergency basis.

Configuration details for current City nodes, servers and network management device are included in the MIS
Disaster Continuity Plan, which is located in the MIS Director’s office.

Deployment

The OT Director will determine allowances for partial pre-deployment of any functions that are critical to
operations, at the time the City OT COOP Plan activation is directed. This determination will be based on the event
or the level of threat. Details regarding the prioritized Mission Critical Functions, Critical Personnel, Database,
Critical Equipment, Systems and Supplies and pre-identified Alternate Facilities for each of the CNO divisions can
be found in the annex for each CNO Business Unit.

The following actions establish general administrative procedures to allow for travel and transportation to the
alternate facilities. Specific instructions will be provided at the time a deployment is ordered.

e COOP Activation Personnel (CAP) — The Mayor directs the COOP Activation Team to relocate to a
designated assembly site or an alternate facility. Team members will ensure that they have their official
drive-away kits and personal preparedness bags. This team will, unless otherwise arranged, use privately
owned vehicles for transportation to the designated facility after marshalling at a pre-determined assembly
site. The CAP will provide specific instructions at the time of activation.

e Mission Critical Activity Personnel (MCAP) — The Mission Critical Activity Personnel immediately begin
movement, taking with them office drive-away kits not already transported by the members of the COOP
Activation Team, as well as their personal preparedness bags. This team will, unless otherwise arranged,
use privately owned vehicles for transportation to the designated facility. The CAP will provide specific
instructions at the time of activation.

e Non-Critical Personnel — The CAP will direct non-critical personnel present at the affected city business
unit facility at the time of an emergency notification to proceed to their homes to await further instructions.
At the time of notification, the CAP will provide any available information regarding routes that should be
used to depart the agency facility, as well as other appropriate safety precautions. During non-duty hours,
non-critical personnel will remain at their homes pending further guidance.

Continuity of Operations (COOP) -14 -



Mission Critical Functions

The mission critical functions for CNO OT are identified in the following table. They are derived from a list of
functions deemed critical by each of the subordinate divisions within the City. The MIS Director, in concurrence
with the Mayor’s office, collectively selected these functions as the “City’s Mission Critical Functions.” The list is
prioritized according to the importance for the continuation of government and operations. The importance to
establish priorities for the mission critical functions in advance of an emergency is to ensure that the relocated staff
can complete these functions during an emergency situation.

Prioritized CNO OT Mission Critical Functions

PRIORITY FUNCTION SUPPORTING CRITICAL ACTIVITIES

1 Emergency Response o Reconstitution of Space & Facilities
e Emergency Operations Center (EOC)

2 Emergency Technical Services ¢ Facility Damage Assessment

¢ Repair/Rebuild Evaluation

¢ Repair/Rebuild Implementation
o Coordination with FEMA/State

3 Critical Applications o Payroll
e Purchasing

4 Network e E-mail

¢ Blackberry

e VPN

e Internet Access
e WAN

o MAN

e Voice

5 Data Facility ¢ Operations
o Help Desk
e System Applications
e Server Blade Center

6 Citywide Payroll e Paychecks

Each Mission Critical Function has associated activities to ensure the continuation of operations for the function
and is noted. See the annexes for additional detail.

Personnel associated with these functions will be contacted by CAP members to ensure that mission critical
functions can continue or continue as rapidly and efficiently as possible during an emergency relocation. Any task
not deemed mission critical must be deferred until additional personnel and resources become available.
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COMMUNICATIONS

The City’s Emergency Management Agency’s EOC has the appropriate communication capabilities to sustain the
continuity of government communication process.

Through the evaluation process, the City communication capability relies heavily on landline telephone, network
communications, and electronic (email) communication. It is essential that landlines, network communications,
and email be restored as soon as possible to minimize disruption of services and capabilities

The restoration of the CNO Network for electronic communication is deemed as one of the mission critical
functions for CNO. Network communication restoration capability is identified in the City MIS Disaster
Continuity plan. The minimum time for electronic communication restoration in the event the Data Center is
incapacitated is TBD hours.

Telephonic communication capabilities are identified for each alternate facility location. It is assumed that if these
services are unavailable upon arrival, these services will be restored by the local utility companies as identified in
their continuity plans.
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APPENDICES

APPENDIX 1: CNO EXTERNAL CONTACT LIST

The following is a listing of agencies/organizations that should be contacted within hours of a disaster that would
cause the City (CNO) to be relocated.

AGENCY/POSITION NAME OFFICE # HOME # CELL#

EOC Carlos Muniz 504-658-2100 504-658-2100

225-342-7000

Governor's Of | NA 800-354-9548

225-925-7500

State EOC N/A 225-925-7501
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APPENDIX 2: CHECKLISTS

CNO OT Support Functions Checklist

Primary Contacted Person:

Email: | Phone | | Cell |
Task N/A | Yes | No Comments
1 Mainframe EEIEEIR

2 Backup - Windows Data NEIREIN

3 Internet HEIREIN

4 WAN City 1 O[O

5 WAN State HEIREIN

6 Wireless Links NI

7 GIS L [0 [

12 \VolIP HRIREIN

13 Blackberry BES (0010

14 Email L1 [ [

15 NOS / VMware L1 O] [

16 ARR L [0 [

17 AS400 Apps (Payroll) HEIREIn

18 FTP HEIREIN

19 Net Security (0010

20 eWork HEIEEIN

Continuity of Operations (COOP)
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Data Center Facilities Checklist

Primary Contacted Person:

Email: | Phone | | Cell |
Task N/A | Yes | No Comments
1 Evacuation Routes HEEREEN
2 Fire Detection L1 O] O
3 Fire Suppression L1 (1L
4 Fuel for Generator L1 (1L
5 HVAC Monitoring with alarms L] | OO
6 Perimeter Security Controls HEEREEN
7 Temp Food, Water, Shelter HEEEEEE
8 Transportation L1 (1L
9 Uninterruptible power (UPS) L1 O] O
HEEEEEN
NI

Supplies Checklist

Primary Contacted Person:

Email: | Phone | | Cell |
Task N/A | Yes | No Comments
1 Backup Media [] L] | [
2 Batteries [] L] | [
3 Check Stock [] L] | [
4 External Drives with Power [] L] | ]
5 Flashlights [] L] | [
6 Life Saving & 1* Aid Equipment L] ]|
7 Misc Office; Pens; Folders [] L] | [
8 Personal Protection [] L] | [
9 Portable Media; R/W DVDs, CDs, Thumb [] NN
10 Printing Paper [] L] | [
11 Toner, ,Ink [] L] | [
12 Tools [] L] | ]
0 0
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OT Documentation Checklist

Primary Contacted Person:

Email:

| Phone

|

| Cell

Task

<
>

<
]

Z
o

Comments

Access Authorizations

Configuration Documents

Emergency Procedures

Internal Personnel Contact

Job Responsibilities

Operations Procedures

Purchase Authorizations

Continuity Procedures

Vendor Agreements

P(OOINOOBARWIN|EF

Vendor Contact

NN

NN

NN
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OT Hardware Checklist

Primary Contacted Person:

Email:

| Phone |

| Cell

Task N/A Yes No Comments

1 Backup Drives [] [] []

2 Cabling (Cat5, Fiber, USB, etc.) [] [] []

3 Desktops [] [] []

4 Extension Cords [] [] L]

5 Fax Machines [] [] []

6 Firewalls [] [] []

7 Hubs, Switches [] [] []

8 Laptops [] [] []

9 PDA’s [] [] []

10 Power Strips [] [] []

11 Power Adapters [] [] []

12 Printers [] [] []

13 Routers [] [] []

14 Servers [] [] []

15 COOP Laptop’s/Equipment L] L] L] See PDF below
] ] ]

COOP Equipment

Inventory (2).pdf
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OT Software Checklist

Primary Contacted Person: Russell Ardeneaux

Email: | Phone | | Cell | 504-669-8589
Task N/A | Yes | No Comments
1 See PDF below X

<t

VCOOP APPlication
Prioritiztion list. pdf

OT Media Checklist

Primary Contacted Person:

Email: | Phone | | Cell |
Task N/A | Yes | No Comments
1 Backups (On Site) [] L1 ]
2 External Storage (SANS, NAS) [] L] | [
3 Internal Disks [] L] | O
4 Microfiche [] L] | [
5 Paper [] L] | [
6 Portable Electronic Media [] L] | [
7 Remote Storage (Off Site) ] BN
1 00 10
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OT Telecom Checklist

Primary Contacted Person: John F. Evans

Email:jfevans@cityofno.com | Phone | 504 658 7687 | Cell |504 7580138
Task N/A | Yes | No Comments

1 911 O O O

2 311 O | O 0O

3 1-888-637-6396 (1 888 OEP NEWQ) [] [] | [] | Located on Courtney Bagneris desk
4 Cell Phones [] L] | [

5 See attached for city toll free numbers [] L] | [

6 Desk Phones [] L] | [

7 Power Adapters [] L] | [

8 Radios 2-way [] L] | [

9 Sat Phones [] L] | [

10 Analog Lines [] L] | O

11 Cable / DSL Lines [] L] | O

12 Data Trunks Primary [] L] | O

13 Data Trunks Secondary [] L] | [

14 Satellite Links [] L] | [

15 T1+ Internet Connections [] L] | [

e
TeleComm
emergency numbers i
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APPENDIX 3: BUSINESS CONTINUITY ALTERNATE SITES

| b
Hotel_Transportation
List 09A. pdf

APPENDIX 4: OT SUPPORT TEAM MATRIX

||
Support team
matrix. pdf

APPENDIX 5: DEPARTMENTAL COOP TEAM

| k|
2009 COOP
Team.pdf

APPENDIX 6: COOP TIMELINES

T T

| o | o
Annex B - CAEP COOP Plan
Timeline 2009 Version Timeline. pdf

APPENDIX 7: OT INDIVIDUAL DEPARTMENTAL CONTINUITY PLANS

w B B B B =

A | e ] || || ||
EOC DR 09. pdf GIS DR Plan 09.pdf Mainframe DR Plan ~ Networking DR Systems TeamDR  Telecom DR Plan
09. pdf plan. pdf Plan 09.pdf 09. pdf

s TR

Web Team DBASE SECURITY DR
Emergency DR Plan 0 Plan 09.pdf
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